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Please find attached RYUK Advisory from the MS-ISAC (Multi-State Information Sharing & Analysis 

Center) developed by the National Cyber Security Centre in the UK. 
 
What is Ryuk Ramsomware? 
 
Ryuk ransomware has infected more than 100 U.S. companies since August 2018. According to this FBI 
Flash warning, Ryuk contains some aspects of Hermes ransomware code and the “exact infection vector 
remains unknown as Ryuk deletes all files related to the dropper used to deploy the Malware.” Ryuk has 
been found piggybacking Emotet and Trickbot deployments, attacks that some school districts are all too 
familiar with. It has also used Remote Desktop Protocols (RDPs) to gain access. 
 
More information on Ryuk Ransomware: 
National Law Review- FBI Flash: Ryuk Ransomware Continues to Attack U.S. Businesses 
 
Recent cases of Ryuk Ransomware 
 
Florida Municipalities 
 
Recently, two Florida cities hit with Ryuk Ransomware both decided to pay the ransom. The FBI, as well 
as most security experts, advise against paying the ransom. Lake City, Florida paid nearly $500,000 last 
Monday and now has fired an IT employee. This was not the employee who opened a document 
received via email that infected the network. 
 
A third Florida city, the village of Key Biscayne, has now been hit with a Ryuk ransomware attack. They 
have not yet decided to pay the ransom. 
 
Read more: 
ZDNet- Florida city fires IT employee after paying ransom demand last week 
 
 
 

https://www.aba.com/Tools/Function/Cyber/Documents/Ryuk-FLASH.pdf
https://www.aba.com/Tools/Function/Cyber/Documents/Ryuk-FLASH.pdf
https://www.google.com/search?rlz=1C1GCEU_enUS821US821&q=What+is+Hermes+ransomware%3F&sa=X&ved=2ahUKEwi_h8qGw5bjAhVCs1kKHVrbAmUQzmd6BAgLEAo&biw=1701&bih=886
https://www.natlawreview.com/article/fbi-flash-ryuk-ransomware-continues-to-attack-us-businesses
https://www.zdnet.com/article/florida-city-fires-it-employee-after-paying-ransom-demand-last-week/


Georgia Court System 
 
The latest publicized attack happened in Georgia, as the state’s court system seems to have been hit 
with a Ryuk attack. The court’s website is currently offline. 
 
Read more: 
Ars Technica: Ryuk, Ryuk, Ryuk: Georgia’s courts hit by ransomware 
 
  

Access to the data, content and/or tools contained within this or any DPSS Blast is restricted to 
authorized users of subscribing districts. Any unauthorized access, use, or further dissemination is 

prohibited. 
 
 

https://arstechnica.com/information-technology/2019/07/ryuk-ryuk-ryuk-georgias-courts-hit-by-ransomware/
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